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The Case for Cloud Computing
(...and the Challenge to Traditional ERP)

Defining Cloud Computing

As with most emerging technologies, “cloud computing” has numerous definitions, depending on
the party defining it. Its use has expanded beyond IT and has become increasingly popular over
the past few years throughout the business community. Just listen to the financial news shows -
hardly a day goes by when they aren’t talking about this growing technology trend, and the
industry leaders are becoming the darlings of Wall Street.

Wikipedia defines it as * Web-based processing, whereby shared resources, software, and
information are provided to computers and other devices (such as smart phones) on demand

over the Internet. d defineitasé At he i nfrastructure (servers, stor
application software, and/or data provided by a third party supplier and accessible by users via a
private or public network (e.g.,i nt er net ), typically of fConded on a p:

computing is a growing trend that provides rapid access to dynamically scalable and/or virtualized
IT resources.

Although many people believe that cloud computing means computing over the internet, there are
actually multiple delivery networks:

e Public clouds — via the internet
e Private clouds — via private networks (in-house or hosted)
e Hybrid clouds - via a combination of public and private networks

Currently most companies utilize a hybrid approach, but few have a coherent strategy and
architecture that defines their direction and associated controls for cloud computing.

Multiple types of cloud computing services are evolving, mostly taking on the somewhat overdone
moniker “xxx as a Service”:

e SaaS. Software-as-a-Service products provide a complete turnkey application, via a public
or private network. SaaS always includes everything to run the application (e.g., hosting)
and is typically charged per user, per month — (e.g., Salesforce.com or Google apps).

e PaaS. Platform-as-a-Service products offer a full or partial development environment that
users can access and utilize online, even in collaboration with others (e.g., Google's
AppEngine, Salesforce.com’s Force.com).

e laaS. Infrastructure-as-a-Service products deliver a full computer infrastructure via a
public or private network; it can include full managed services (e.g., operations and DBA
support), the data center, and it may include the hardware (e.g., AT&T or Savvis).

o DaaS. Desktop-as-a-Service products which utilize virtualization of desktop systems
providing thin clients services (e.g., Desktone, Nasstar) ... or...

o DaaS. Data-as-a-Service products capture and process key data on an as-needed basis
(e.g., data warehousing). Since this is a newer cloud offering, it usually just augments
traditional decision support environments, but new offerings are rapidly increasing (e.g.,
Kognitio).

© Copyright 2010 - IT Renaissance Page 1


http://en.wikipedia.org/wiki/Web
http://en.wikipedia.org/wiki/Processing
http://en.wikipedia.org/wiki/Computer
http://en.wikipedia.org/wiki/Smartphones
http://en.wikipedia.org/wiki/Internet

'7)

Renaissance

It is interesting to note that cloud computing is just the latest version of similar concepts that have
preceded it, including Application Service Providers (ASP’s) from the late 90’s, outsourcing, and
Timesharing from the 60’s and 70’s. The delivery vehicles and extent of offerings may have
changed, but the basic concept of access over a network and pay for what you use is basically
the same.

In any event, clouding computing services will continue to evolve over the next few years, as will
how it is defined.

Premise: Inevitability of Cloud Computing

Computing in the cloud is an inevitable dominant solution for future IT architecture. This is mainly
due to five key reasons:

1. Failings of traditional systems architectures

Rise of Software as a Service (SaaS)

Emerging integration standards

Improvements in and benefits of cloud computing

o > W DN

Growth and acceptance of Open Source software
So let’s explore each of these factors in more depth.

1. Failings of traditional systems architectures

After years of implementing traditional applications for in-house deployment, many companies
have come to realize that they have never achieved the benefits that were originally forecasted.
This is especially so for larger ERP systems (see the inset on “The Challenge to Traditional ERP”
for further detail on his topic). So where are the missing business benefits? Few companies ever
track benefit realization because it’s difficult to do and they might not like the outcome. No
wonder management continues to question large IT projects.

Responsible organizations do track cost and schedule for the implementation project, but they
rarely do so for their ongoing support costs, which are typically much more than they ever
anticipated. The high annual maintenance fees of traditional application software firms, which are
now 20-22% per year, are a fixed ongoing cost (often rising annually with the CPI) that
companies feel compelled to pay the fee, regardless of their business conditions. After all, they
invested so much in acquiring and implementing the system, they surely need to keep up with the
latest patches and versions. These maintenance fees are typically much higher than legacy in-
house developed systems, and a key profitability driver for software companies. Many
companies are starting to wake up to this fact and have begun to challenge their suppliers on
reducing their maintenance fee or suspending it for a year or two.

Another wasteful activity of the traditional approach is that every company needs to design and
implement its own infrastructure, whether in-house or outsourced to a managed service provider
(MSP). This requires additional costs to implement, operate, and support. The ongoing patching,
upgrades, etc., is a wasteful, inefficient use of IT resources.
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Another issue for many companies is that the application management resources that are
available today to support custom developed applications is evaporating. The in house staff who
developed these systems over the past 20-30 years is retiring, and many companies do not have
adequate resources to maintain and extend these systems. This is another factor that caused
companies to acquire package that are supported by reliable software companies.

2. Rise of Software as a Service (SaaS)

In the midst of all this in-house support and ERP stress, the SaaS market emerged and began to
develop serious traction. For many years companies have outsourced their computing
infrastructure (servers, storage devices, network management) to 3" party providers to host their
applications and databases because specialists could do this better and cheaper than they could
do it in-house. So it was a natural extension to expand outsourcing to the entire application. As
previously noted, this is the extension of the application service provider (ASP) concept that
began in the late 90’s, resulting from the more widespread acceptance of processing on the
internet.

Initially the solutions were focused on specific application functionality. Noteworthy examples
include: Customer Relationship Management (CRM) and Sales Force Automation (SFA) as
delivered by Salesforece.com and Human Resources Information Systems (HRIS) as delivered
by SuccessFactors, Inc. But even more powerful is the Force.com development and delivery
platform offered by Salesforce.com that is designed to provide any facet of application
functionality. Its AppExchange (http://sites.force.com/appexchange/home) is an environment
where Salesforce.com and independent developers offer applications at no or low cost that
operate on their cloud computing platform. At last count there were over 680,000 apps available
on AppExchange alone.

Many businesses have begun to realize the advantages of SaaS solutions, namely not having
to...

e acquire and continually upgrade hardware

e continually patch and upgrade the application software

e maintain the application software

e accept the weaker functionality of a specific ERP module

Stock market analysts are also beginning to recognize the power and compelling value
proposition of SaaS solutions, as evidenced in the higher valuations for SaaS companies over
traditional software vendors.

Also, SaasS solutions are so easy to implement that business users are acquiring their own SaaS
solutions. IT can fight this or get ahead of the curve and better position SaaS and cloud
computing in their organization’s architecture plans.

3. Emerging integration standards

An often stated objection to SaaS solutions was the ability to seamlessly integrate best of breed
solutions. However, the emergence and continued maturity of integration standards like
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Extensible Markup Language (XML) and Service Oriented Architecture (SOA), has all but
eliminated this obstacle.

Wikipedia defines Service-oriented architecture as a flexible set of design principles used during
the phases of systems development and integration in computing. A system based on SOA
architecture will package functionality as a suite of interoperable services that can be used within
multiple separate systems from several business domains.

The wide acceptance of SOA in the industry has made it a defacto standard that facilitates
interoperability of any and all modern application services. IT is now being used for integrating in-
house applications, as well as applications in the cloud. So the sometimes expressed cloud
computing obstacle that it is difficult to integrate with legacy/in-house hosted applications is no
longer valid. SOA is blind to where the data or application resides.

XML is a standard specified by the World Wide Web Consortium (W3C) that provides a set of
rules for encoding documents or data to a standard specification. XML's design goals emphasize
simplicity, generality, and usability over the Internet. Many industries and standards
organizations have defined their standards for sharing data with trading partners via XML.
Numerous application programming interfaces (APIs) have been developed for processing XML
data.

So XML combined with SOA provides a powerful integration mechanism that enables
interoperability among disparate applications within a company’s firewall or outside it with trading
partners. These supporting technologies and standards have facilitated the move to cloud based
computing. A sample architecture that includes cloud computing is illustrated below:
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4. Improvements in and benefits of cloud computing

The primary improvement in cloud computing is the increased security and solid track record of
suppliers offering cloud solutions. This has reduced the fear of many companies to move their
applications and data to the cloud. Another key improvement is the growing number of new
solutions that are now offered in the cloud, giving companies more choice. Many of the new
cloud-based applications also offer more advanced functionality and greater ease of use.

The benefits of cloud computing are very compelling to many companies, and increasingly so.
Here are several benefits that have prompted many companies to move their systems to the

cloud:

1.

Lower cost to implement, operate, and manage new solutions — cloud computing
implementations enable rapid delivery of computing resources, providing a cost-efficient
model for provisioning processes, applications and services while making IT management
easier and more responsive to the needs of the business. Implementing a new SaaS
solution usually takes very little effort compared to a large in-house package, and does
not require heavy dependence on costly system integrators. Many of the vendors provide
support at a very low cost because they will also be compensated by the ongoing
operation fees.

Reduced time to implement new solutions — implementing a new Saa$S solution usually
takes only a few weeks compared to several months for its in-house counterpart. This is
mainly because they are typically niche solutions that are less complex than a large ERP
system, making configuration much simpler. Activities like data migration and integration
remain the same as for any new system.

Easier to use — newer SaaS systems are designed as web applications and take
advantage of more familiar, and easier to use, web-based user interface. Ease of use is a
key requirement for user acceptance and ensuring that the system is actually used as
designed.

More advanced functionality — many of the newer SaaS solutions provide increased
functionality for the domain where they specialize. This is partially because many SaaS
providers are companies who are expert in the application domain and design the solution
for its primary user group, giving it improved capabilities. A simple example is the
automatic organization chart generation offered by SaaS HR solutions such as
SuccessFactors. To get this functionality with Oracle or SAP requires a 3" party add-on
solution at additional cost to acquire, implement/integrate, and support. SaaS solutions,
combined with SOA for integration, enable an integrated best of breed approach, which is
what most users actually want.

Facilitates mobile computing — since the primary computing platform resides in the cloud,
the ability to support mobile platforms is more straightforward. Accessing a system that
resides in the cloud is easy from any device that can connect to the internet. This is
becoming increasingly important with the surge in the demand for mobile computing.
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6. Facilitates application interoperability with trading partners — when a system that operates
in the cloud and employs SOA as the integration approach, it is easier to interoperate with
trading partners, whose systems may reside inside their four walls or also on the cloud.

7. Dynamic scalability — provides flexibility to expand and contract system resources as
business demand varies. Additional computing resources to meet peak load processing
(e.g., benefit open enroliment) can be more economically provided by a service provider
over the cloud than by in-house provisioning. Some companies view this as virtually
having “infinite computing resources”. You pay for use of computing resources on an as-
needed basis.

8. Elimination of an up-front commitment — one of the key advantages of cloud computing,
especially Saas, is the ability to try an application with very little upfront cost or
commitment - i.e., try before you buy. This is especially useful for new proof of concept
solutions.

9. More rapid recovery and restore capabilities - it is easier to restore an application, data, or
hardware when using a hosting provider who has the backup and recovery resources and
processes. This improves overall business resiliency (e.g., e-mail and data on laptops
and desktops).

10. Ability to reach extended user communities — it is easier to connect or provide application
services to anyone who can access the cloud (e.g., consumers of new cloud services
such as social networking).

5. Growth and acceptance of Open Source software

The growth and acceptance of open source software also supports cloud computing, since they
share many of the same goals, including:

e Low barrier of entry for users to try new software

e Ease for developers to build new applications and make them readily accessible to any
interested party with web access

e Focused on facilitating interoperability of applications and data

o Component based architectures that enables programs to be used as-is, and extended
rather than replaced to provide new functionality

An increasing number of open source programs are now aimed at cloud computing and Web 2.0.
Platform as a Service offerings (e.g., Google's AppEngine, Salesforce.com's Force.com)
recognize that the internet should be the underlying platform, not a single vendor's proprietary
technology. So we will see developers providing open source solutions for the cloud, and build
on services that are designed to be federated rather than centralized. Open standards and
protocols are essential to enable services to interoperate, and provide a healthy competitive
environment.

While many cloud platforms and applications are proprietary today, they mostly operate on open
software stacks (e.g., Linux, Apache, MySQL). Open source SaaS solutions are how expanding
due to cloud based platform vendors encouraging developers to build new apps and functionality
on their platforms to increase usage. But in the end, the user wins because they have more
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choice and at a lower cost of entry. The upshot is increasing synergy between open source and
cloud computing — each supporting the other’s goals.

Potential obstacles to cloud computing

Like any new technology wave there will always be obstacles that need to be overcome before
the new technology becomes dominant. Below are the typical obstacles that have been grouped
as internal and external.

Internal obstacles

The actual internal obstacles may vary based a company’s IT maturity and capacity for change,
but include:

Concern about risk — any new technology will carry some risk, but at this point cloud
computing is no longer considered leading edge, and its risks can be managed. So you
must ask yourself if the real obstacle is fear of change, which always accompanies
something new. This is a classical organizational change management problem that can
also be managed.

Perceived lack of control — when all the components of the system are not within your four
walls, under your direct control, it is easy to feel like you have given up control to the cloud
vendors. But in many cases they can operate and manage the system better than your
internal staff is equipped to do. Internal IT functions can and should still manage all facets
of the system, including the cloud vendors, even though some processes and components
will require less support than an in-house system.

Security concern for sensitive data — similar to the lack of control concern is the security of
key company data. This is the primary concern of business management, especially the
internal auditors and corporate controller. However, quality cloud vendors provide high
grade security for their customer’s data. There have been very few data security
breaches by the major cloud computing companies (the last one that | could find for
Salesforce.com was over three years ago in October, 2007, and they remedied it very
quickly). Industries with very high security requirements can always opt to access the
cloud over a secure private network.

Fear of losing staff — as systems move to the cloud, there will be reduced need for internal
IT staff to manage infrastructure and applications. However, there will be need for new
capabilities and support staff for managing integration, enterprise architectures, and the
cloud suppliers, albeit this requires a different and more significant skill set.

Incompatibility with existing architectures — since most of your existing systems operate in
your data center, your existing architectures are normally focused on systems within your
company’s four walls. However, with the growth of the internet, mobile computing, social
networks, and trading partner interoperability, your architectures must be revised to
accommodate this shift, and cloud computing provides a good solution.

Difficulty in tailoring the solution to your needs — this limitation is primarily with SaaS
applications, but it is no more a challenge than with any packaged solution. Few
companies ever tailor the package, but smart companies have learned how to enhance
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the package by developing custom bolt-on, component-based extensions that they then
integrate with the package. This can also be done with SaaS solutions.

External obstacles
Key external obstacles include:

¢ Resistance by the leading ERP vendors — the remaining dominant ERP vendors (Oracle
and SAP) have yet to define their position on a total SaaS solution. They offer on-demand
versions, but the licensing and maintenance fees are the same as their traditional pricing.
So the main obstacle is that there are still no robust SaaS ERP solutions, but that may not
be required. The key missing application, the cornerstone of all ERP systems, is a robust
financial system. Vendors like NetSuite are starting to deliver financial systems and
limited ERP functionality over the cloud.

e System Lock-in — the API’s for cloud computing itself are still essentially proprietary, which
can result in locking in a customer. However, open SOA and XML based API standards
are emerging to eliminate this obstacle.

o Data confidentiality — since many cloud offerings operate primarily on the public internet,
this exposes a system to potentially more attacks. But most of the cloud vendors have
invested heavily in developing highly secure access to their systems and data. When
confidentially is still a concern, a company can employ its own private network for the
application services and data that are of highest concern.

e Performance unpredictability — multiple virtual machines can share processing and main
memory surprisingly well in cloud computing, but Input/Output (1/O) sharing is more
problematic. Although this has not been an issue for most companies operating cloud
based systems, strategies are emerging for solving this potential issue. One example is
to offload extremely intensive 1/0O processes to a dedicated environment, at least until
virtualization technology successfully addresses I/O performance.

e Lack of scalable storage — most cloud vendors allocate a fixed amount of storage for each
client, and when a client’s needs grow beyond that amount, additional storage must be
contracted for and made available, and this is not an instant process. Many companies
are offloading historical data to keep costs low and for historical analysis via Business
Intelligence solutions.

Conclusion

Cloud computing has moved from an interesting new approach for solution delivery to a solid
architecture model that is growing in popularity and industry acceptance. Although it has some
obstacles to overcome, its benefits are still compelling and the obstacles are manageable and
shrinking.

A key factor supporting this move is that traditional approaches, like ERP, are very costly to
implement and support, and have not delivered their promised benefits. Also, the number of
cloud computing solutions is increasing every day offering improved functionality, usability, and
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accessibility for its users. Cloud solutions have clearly moved beyond “bleeding edge”
technology to a mainstream solution that is here to stay.

What You Can Do

Here are a few steps that you can take to take advantage of cloud computing:

Educate yourself and your organization (IT and the business) on the potential benefits of
cloud computing

Reassess your IT strategy and revise your enterprise architectures to clearly define how
cloud computing (and ERP) fits into the future IT direction, considering how cloud
computing aligns with your existing architectures

Conduct an objective assessment of your existing capabilities required to support the new
architecture

Evaluate your capacity for change as you define your IT strategy and roadmap
Define the business case for moving to cloud computing

If the business case is strong, and your assessment indicates that you're prepared, then
start the transformation process

Start improving capabilities that you need to support the new cloud computing architecture.

Finally, regardless of how cloud computing fits into your enterprise architectures, you need to
focus your IT capabilities on improving application/data integration and managing enterprise
architectures. You will also need to focus on and improve your Bl capabilities, because superior
data analysis and Bl will be the key to competitive advantage and improved business
performance with your cloud computing solution.

Rocco Belmonte is a co-founder of IT Renaissance and a partner with The Atre Group. He spent his
career in corporate IT management and consulting positions. As a ClO, he implemented ERP and SaaS
solutions and has firsthand experience with both. He also supported several ERP implementation projects
as a consultant. His expertise includes ERP implementation/optimization, IT strategy and architecture
planning, business intelligence, business process management, and organizational change management.
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The Challenge to Traditional ERP

After nearly 20 years of implementing traditional ERP systems, many companies have come to
realize that they have never achieved the benefits that were originally forecasted, and their
ongoing support costs have been much more than they ever anticipated. This is due to a variety
of factors, including:

Over-hyping benefits proclaimed by suppliers and analysts. For projecting benefits, most
companies used supplier and industry analyst estimates that were based on an ideal
implementation which is rarely achieved. They also under-estimated ongoing support costs
(e.g., annual vendor maintenance, IT and user support resources) in their analysis.

Self-interest - every constituent in the IT sphere (application software vendors, hardware
vendors, system integrators, industry analysts, and internal IT staffs) had something to gain,
namely, increased IT growth and spending. So they too promoted the move to this major IT
commitment

Never delivered the business intelligence (BI) that was promised. This is a special case of
over hyped benefits. When ERP was initially sold, the vendors promised information at your
fingertips. Needless to say, this benefit was never achieved. ERP is designed for online
transaction processing (OLTP), not online analytical processing (OLAP) that is required for
true Bl. This is now evidenced by the primary ERP vendors acquiring Bl platforms (e.g.,
Cognos, Hyperion) so they can now deliver Bl to their ERP installed base — bit, of course, at
additional cost. Many SaasS solutions are now providing good Bl services for the domain of
their application and data.

Difficulty and cost in implementing the ERP system — History has shown us that implementing
an ERP system is a costly and difficult process. Many companies failed in their
implementation attempts after spending millions of dollars on the effort. Understanding the
complexities of an ERP system and how to effectively configure it to meet your business
needs is not an easy undertaking. So in most cases, companies required the support of
expensive system integrators to lead them through the implementation project.

Difficult to learn and use - Most business users object to the learning curve and lack of user
friendliness of the leading ERP systems. They are typically rigid and lack intuitive user
interfaces and flexibility. This is so prevalent that companies will often acquire 3" party add-
ons, or develop custom front-ends, that improve the user experience.

Lack of understanding on the total cost of ERP ownership. Few companies ever performed a
robust cost benefit analysis and ever track benefit realization — only cost and schedule. They
also fail to factor the full cost of operations, maintenance and support.

Inflexible scalability. With an ERP system a company must forecast its planned number of

concurrent users over a 4-5 year period and negotiate the cost to acquire the ERP bundle,
including modules planned for future deployment up front. If the number of users does not
grow as projected, or if a company does not implement any of the planned modules, they
leave money on the table, paying for seats or functionality that they are not using.
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ERP solutions typically delver “worst of breed” solutions Many modules do not deliver
acceptable user functionality and friendliness, but companies try to utilize them for the sake
of integration and because they already purchased them in the ERP bundle. Due to these
limitations, many companies need to acquire 3™ party products to improve functionality, or
have moved to best of breed SaaS systems which deliver more acceptable solutions for
users. Some companies are also replacing ERP modules that they already paid for with
improved SaaS solutions.

Lack of business process improvement. Now the spin is that the reason companies did not
achieve the forecasted benefits is that they did not sufficiently transform their business
processes. But most companies were encouraged by system integrators and vendors to
adapt their business processes to fit the software solutions to make implementation easier
and cheaper. This was in response to numerous ERP failures and large overruns, but it does
not result in competitive advantage or benefit realization. So companies were caught in a
classical “catch-22” situation. The reality is that true business process redesign is best
achieved with best of breed and/or custom designed solutions. But the result for mist
companies was unfulfilled benefits.

Consolidation of key application software companies Let’s face facts — due to huge
consolidation of application software vendors there are fewer competitive offerings available
to companies than there were in the past. In the ERP space the two remaining players are
Oracle and SAP, albeit Oracle is still three separate offerings with their eBusiness Suite
(eBS), PeopleSoft, and JD Edwards. Their original “Fusion” strategy for integrating the best
of these systems into a fully integrated solution based a common data model will most likely
never happen due to the huge cost and complexity of that solution. So now “Fusion” is about
interoperability via enterprise application integration tools. Given this fact, companies like
Oracle have basically acknowledged that companies must take a modified best of breed
approach, which is anathema to the purpose of ERP — an integrated system, based on a
common data model. So the result is limited choice, and that does not serve the needs of
most companies.

Don’t get me wrong, many companies did achieve some tangible benefits from their ERP
solutions. Typical benefits were from replacing aging systems that had inadequate capabilities
and needed replacement. Others used an ERP solution to standardize their business processes
and disparate systems performing the same functionality across the organization. But similar
benefits could have been achieved from an integrated set of best of breed solutions and process
standards.

So what are your plans for the future of your ERP system? How does cloud computing factor into
your enterprise architecture plans? Will you continue to be wedded to your ERP system even if it
has failed to fulfill its promise and users are still not pleased with it? What will you do if new ERP
offerings are made available via SaaS? The choice is yours - the future of how cloud computing
impacts your organization awaits.
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